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[general]

mxProxy = "10.65.109.121 10.65.109.121:5678 cert"

[proxy]
server="10.65.109.121:4998"

server="10.65.109.121:4897"

7E[general]l#h7y, Z%““mxProxy” N Multiplexing Proxy & X 7l a8 1, %S5
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2) <proxyHost> /{5 Multiplexing Proxy 1) 414 . Multiplexing Proxy 1] LA#SE 71 7
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[general]

data="10.65.109.121"
event="10.65.109.121"

mxProxy="10.65.109.121 222.128.29.196:5678 cert"

[proxy]
server="222.128.29.196:4998"

server="222.128.29.196:4897"

server="10.65.109.121:4998"
server="10.65.109.121:4897"
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OA Server [f] IP ftuhil; 45t thab A% B Data il Event F#&1, NIERAE A WInCC OA
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BRI E AR R .
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Uil Web A% #s it 2 H B R ““There is a problem with this website’s security
certificate” , fiili ““Continue to this website (not recommended)” , 3 4R

““Security Problem” X} iHAE:

SIMATIC
WinCC Open Architgcture

& | Security Problem

IQI There were errars during the setup of the secured connection to localhost:

* The host name did not match any of the valid hosts for this certificate

® The issuer certificate of a locally looked up certificate could not be found
* The root CA certificate is not trusted for this purpose

* Mo certificates could be verified

This is a security risk!
What do you want to do with the received certificate?

[ﬁ.r_r_ept and store perman ently] I.Accep-t unr_e] | Reject

P 4 <=Security Problem” Xfifi#E
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| SSL root certificate
Within this panel self-signed root cerificates can be created.

— Root certificate
Certificate type: [Cerﬁﬁ:ate for HTTP-server 7
! Destination path: C\WinCC_0A_Proj\TestWebClient\config @
\ Root certificate: —certi
| |r|:u:|t cerificate pem |
- Root keyfile: | root-privkey. key |
I Root keyfile password: MyKeyPass
|i Expiration in: 1096 E| days
! Country Code: g6  Province:
City:  Beijing
|' Organization: Siemens 4\
' Department: CS
IP-Adresse: | 222 12829 196
..

K 6 HTTP fRE 240 A% iEHE

i e<Create” 24, EIH B2 config U245 6@ /- AMIEH S0 F: root-

certificate.pem F1 root-privkey.key .

3.2 A HTTP EHLETH

fE£<<SSL Certificates” FiEHEM) K /7% B ““Host certificate” , HE K7~ FlNEMF:
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Within this panel self-signed host cenrificates can be created.

— Root certificate
Root certificate:

Root keyfile:

Root keyfile password:

C\WinCC_0A_Proj\TestWebClient\configiroot-certificate_pem

C:WWIinCC_0A_ Prof\TestWebClient\confighroot-priviey. key

MykeyPass

e e 8

— Host certificate

Certificate type:
Destination path:
Host certificate:

Host keyfile:

Expiration in:

City:
Organization:
Department:
CHM Name:

Country Code:

[Cer!jﬁql_m for HTTP-server ot

C:WWIinCC_0A_ ProjfTestWebClient\config

|certiﬁcate_pem

| privkey. pem

1096 =] Days

26 Province:

Beijing

SFAE

cs

222128.29.196

Create

K7 %8 HTTP ENIET

HE, 791 “Organization” 5Kl 6 #1)““Organization” &% E A GEMF; ““CN
Name”” — [ 25 75 B B R /MM R AT 1) 1P ik o
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There is allready a cerificate with this name.
Do you want to overwrite it?

K8 “wilfE s A RAIEF” XHEE

HE, WEEMSFHTE 9 Fn BXHEE, JEadiccOK” %4lf5, A Remfifhir
FOVER . SRJ5, sili<<SSL Host Certificates” FfFHE F1 1< <OK” 240 3¢ % AT HE o
FEITH BEAEH) config SCAF B T AMIE SO certificate.pem F privkey.pem.

- .
i - ient: #1] Em(nE
!ﬁ Information [S):s_teml, TestWebClient: #1)

@ The certificate was successfully created!

=

Ko “UEHEIEMTh” X iEHE

3.3 fij& PROXY #RiF 1

7£<“SSL Certificates” *iFHE [1]““Root certificate” —F£:d1, ik Lidi<“Create” Al
PROXY #RiEF, 3SR~ G] N &E W K FTR:
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55L root certificate
Within this panel self-signed root certificates can be created.

— Root certificate
Certificate type: [Cerhﬁmteﬁw WCCILproxy =
Destination path: C:\WinCC_OA_ProjiTestWebClient\config

Root certificate: | FUDT—CEI'LPEETT |

Root keyfile: | root-key.pem |
Root keyfile password: \yKeyPass

Expiration in: 1096 <] days
Country Code: 86 Province:
City: Beijing

Organization: Siemens (

Department: CS

Produkt: WinCC QA

K 10 “<“PROXY HiE” XHiGHE

mdic<Create” %4, 7ETH MZH config SCAEJe il 7 HAMER U root-cert.pem
F1 root-key.pems,

3.4 65 PROXY EHLIFP

fE<<SSL Certificates” XFiEHE) K /7% B ““Host certificate” , HE K7~ FlNEMF:
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Within this panel self-signed host certificates can be created.
"
— Root cerificate
Root certificate:  C-\WinCC_OA_ProjiTestWebClient\configiroot-cert. pem
Root keyfile: C\WinCC_OA_Proj\TestWebClient\configiroot-key.pem @

Root keyfile password: MyKeyPass

I — Host certificate

Certificate type: li;er!jﬁm_te for WCCILproxy &
Destination path: C-WinCC_OA,_Proj\TestWebClient\config =
Host certificate: | host-cert_pem |

Host keyfile: |hnst-key.pem |

' Expiration in: 1096 4| Days
Country Code: ? Province:
City: Beijing
Organization: gFEAE L)
Department: g '

CN Name: 222 125 29 196

Create

[ oc | caca

K 11 “<“PROXY FHIER” XTiGHE

r

HE, 11 41#)<“Organization” & 10 # ) ““Organization” & & A GEAH[F;
““CN Name~” —F= 1 P 25 75 B B RS AT 1Y) 1P bk o
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HE, QIR R 4SHER St E, JEERDH, JEHREH S REHERE

3.5 #£ Web Client i+ & 41 _F 2 3350F

F-5h# DU H #4210 config X143 FH ) root-certificate.pem Al certificate.pem #§-/>3C
1£5] Web Client FTfERIHHENL L, B Aot XF, M IF 2B iE BRI . iR, A
e m S, AR %3 %)< < Trusted Root Certification Authorities” , 41 F K fin:

Certificate Import Wizard ==

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate
@) Place all certificates in the following store

Certificate store:

Trusted Root Certification Authorities Browse. ..

Learn more about certificate stores

| < Back ” Mext = || Cancel

K12 “223EEH7 SHEHE
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B 3% — 2RI Ak
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