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SINAMICS G120 Smart Access (option)
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The supported inverter firmware version must be 4.7 SP6 or later. For more information about the module, see
SINAMICS G120 Smart Access Operating Instructions.
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SINAMICS G120 Smart Access is a Wi-Fi-based Web server module and an engineering tool. It allows web-
based access to the supported SINAMICS G120 inverter from a connected device (a conventional PC with a
wireless network adapter installed, a tablet, or a smart phone), realizing inverter operations such as quick
commissioning, parameterization, JOG, monitoring, diagnostics, backup and restoring. SINAMICS G120
Smart Access is only for commissioning and thus cannot be used with the inverter permanently.

### % Connecting the device

LED JR%& LED Status
LED Biifa Color #1R Description
AR ARAS A ARERT BEE 5 A R SIS .
Inverter Solid red The communication between the module and the inverter is not

communication established.

GOk R S AR g S EeE .
Solid green The communication between the module and the inverter is
established.
Wi-Fi Jif5 ARERSS I £ 345 IEFERD AR AL«
Wi-Fi Solid red The network communication is initializing.
communication | # ¢ K57 W 2540 4G A 2 58 BB B B R 4R 2 PC sifs 8% .
Solid yellow The network initialization completes but the module is not
connected to a PC or mobile device.
EERISH Bt PC SRl C@ s, ITERT AT HFM IL,
Solid green The connection between the module and the PC or mobile device
is set up and you can open the Web pages now.
IR itk PC sifssh e & Q@ ERE, MITCTIT.

The connection between the module and the PC or mobile device
is set up and the Web page is open.

Flashing green

TN R

Flashing yellow

B R - 56 AE Wi-Fi 0 B 18 B0 7 2 S
The module requires a restart because an upgrade completes or
the Wi-Fi configuration is modified.

LT BINIR
Alternating flashing
red and yellow

REPIELETH o

The module is upgrading.

HAR## Technical specifications

#i7E L& Rated voltage 15V DC

T B ARTN TAESIZR Wireless technology and working frequency | Wi-Fi 2400 MHz ... 2483.5 MHz

I KUHIIZh % Maximum radio frequency power 17 dBm (EIRP ")

To2k ) =X Wireless modulation type 802.11 b/g
KM% Antenna gain 1.9 dBi
PR T {E R EE 5 H Extreme temperature range -10°C ...60 °C

snamics o1 s | EERMENRE | #ERS S I B Y
SINAMICS G120 Smart Access | Device with wireless | Operating Recommended Web browser
network adapter system
PC Windows 7 e > Google Chrome 64.0.3239
E « > |E 11.0.9600
Windows 10 |e = Edge 38.14393.1066
WEEFHEB | = Apple iOS | = Firefox 10.6
— Smart phone/tablet | 10.2 o Safari
_ 2 Android e > Google Chrome
6.0.1 64.0.3202.84
o > Firefox 58.0.2

VN TARIEBAERI S SR RE, T HERR A A DL S AR AT AR AR
Siemens recommends that you use the Web browsers listed above to achieve optimum Web browsing
performance.
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" EIRP £ 4 At 3hZ . EIRP means effective isotropic radiated power.

SINAMICS G120 ik SINAMICS G120 Web address

o http://192.168.1.1
o https://192.168.1.1 (% F#F14 % SSL iE5 requires download and installation of SSL certificates)

% SSLEH ({UEHT https:// 151D Installing SSL certificates (https:// access only)
i MIET Windows 10 ) PC B T i0S I 5) 4 H https:// Vi ik SINAMICS G120 W71, 2 %4
SSL iEfi,

To access the SINAMICS G120 Web pages with https:// from Windows 10-based PCs or iOS-based mobile
devices, you need to install SSL certificates.



http://192.168.1.1/
https://192.168.1.1/

o 7EHT Windows 10 ] PC %3 Installing on Windows 10-based PCs
1. HENGEF FHM G Chttps://support.industry.siemens.com/cs/ww/en/ps/13225) , TF#30f “G120
smart access certificates.zip” . f#EIET S/ “root-ca-cert.der” ZAHLIKZ] .
Enter the certificate download Web site (https://support.industry.siemens.com/cs/ww/en/ps/13225) and
download the file "G120 smart access certificates.zip". Extract the certificate file "root-ca-cert.der" to
your local drive.

2. WA “root-ca-cert.der” , JEHE “LIGET > T—5” FHIUE IR
Double-click the file “root-ca-cert.der” and then select “Install certificate > Next” to open the certificate
store.

3. i CHPTAREEREBON T AAEE T, JERIEE] RAEERARIE BRI
Select “Places all certificates in the following store” and then browse to “Trusted Root Certification
Authorities”.

4. R N0 > ERC > W SERGE TR . R LUE I SINAMICS G120 £ Ry 1)
SINAMICS G120 M 77T,
Select "Next > Finish > OK " to complete the certificate installation. Now you are able to access the
SINAMICS G120 Web pages via the SINAMICS G120 Smart Access.

o TEET i0S M3 A £ %% Installing on iOS-based mobile devices
1. HT 108 WAANSCREE S FEOCHF, AR I0S e (Lkln PCH BEAIES T Ml
(https://support.industry.siemens.com/cs/ww/en/ps/13225) , F# (M “G120 smart access

certificates.zip” . fHIE 5 3C#F “root-ca-cert.der” % :E i0OS W4 HIARHIIES) .
As iOS devices do not support directly downloading files, enter the certificate download Web site
(https://support.industry.siemens.com/cs/ww/en/ps/13225) from a non-iOS device (for example, a PC)
and download the file "G120 smart access certificates.zip". Extract the certificate file "root-ca-cert.der" to
your local drive of this non-iOS device.

2. FEF SO DR U IR BIAN N HFIRFEIK S ("O" o fFH] I0S W& MM BN ("@" BRIR
IERAE ('@, A, IF R E R REE S (@Y .
Send the attached certificate file to an E-mail account of your choice ("@"). Use the built-in mail
application ("®") of your iOS-based mobile device to log in to your E-mail account ("®"), receive the
attachment, and tap the attachment to install the certificate (“@”).

~
From + | (FiFAEFHbHE 1 Email address 1)
To. | (F 7MW 1 Email address 1) — | ik iOS B Ll
e || \_ Operate on non-iOS
device
Subject: [ certificate
Attached: IEaJroot-ca-cert.der 1 KBI;
-
N

o B

Mail

U

(3) (FEFMEffHEAL 1 Email address ‘wl . 108 Btk Ll

Details Operate on iOS
device

@ ‘
root-ca-cert.der ,
15 KB

3. 7EHT I0S ksl ss b, EH “WHE > WA > #id s AR E RSO, DR RIEB O RS
“G120 Smart Access 2018” .

Select "Settings > General > Profiles" to view configuration profiles in your iOS-based mobile device and
make sure that the certificate has been issued to "G120 Smart Access 2018".

Settings

Eg General

1
iV
[Profiles 2 ]
1t
CONFIGURATION PROFILES @ G120 Smart Access 2018
j\\/ Signed by G120 Smart Access 2018
G120 Smart Access 2018 et
Contains Certificate

LR B S ER > R TANL > IEBELEE” , JFEXMHIET “G120 Smart Access 2018”7 4T

5. DTEETLLIET SINAMICS G120 % BeiE i 17 SINAMICS G120 M T,

Select " Settings > General > About > Certificate Trust Settings" to enable full trust for the root certificate
"G120 Smart Access 2018". Now you are able to access the SINAMICS G120 Web pages via the
SINAMICS G120 Smart Access.

[@ General
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[Certificate Trust Setting7—

[ G120 Smart Access 2018

Root Certificate

Warning: enabling this certificate for
websites will allow third parties to view
any private data sent to websites.
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LB IR T £ M 44 %3 Establishing initial wireless network connection

1. SINAMICS G120 # Bt AR e BB 5, 47 RAdtiEg, SA)E4% T WLAN #41 (> 3 80 JFak
) Wi-Fi 8.

After you have fitted the SINAMICS G120 Smart Access to the inverter, power on the inverter and then hold
down the WLAN button (> 3 s) to enable the Wi-Fi connection of the module.

2. JBF PC BB ah & %& W Wi-Fi #2101, Wn757E PC _EEST LR MG, JinfifR a3 IP B A
Activate the Wi-Fi interface inside your PC or mobile device. If you desire to establish the wireless network
connection on your PC, make sure that you have previously enabled the automatic IP settings.

3. 2% SINAMICS G120 #gEIEAH I TE 4 M 4% SSID: G120 smart access_xxxxxx ( “xxxxxx” L&
SINAMICS G120 % AR MAC Hiubik K BAN T o
Search the wireless network SSID of the SINAMICS G120 Smart Access: G120 smart access_XXxXxxx
("xxxxxx" stands for the last six characters of the module MAC address of the SINAMICS G120 Smart
Access).

4. B NTCL N 8 TR R s e (BRIVEE Y. 12345678) .

Enter the wireless network password to launch the connection (default password: 12345678).

5. fECFFIPI AR AN IP ke (http://192.168.1.1 BX https://192.168.1.1) .

Enter the IP address (http://192.168.1.1 or https://192.168.1.1) in the supported browser.

489 Note
B UCERR LN G, MR YEEEHT T SINAMICS G120 M T1AJ #8 75 B K [A] o

After the establishment of the initial wireless network connection, it may take some time for the Web
browser to open the SINAMICS G120 Web page.

Pi#H Note

f#EH https:// Yi1i] SINAMICS G120 M T, #fem “ RO A FHRIE RFEAME TR L EIET, EEART
A7, A BRAZAE S IF4kE: 05 o] T

When you use https:// to access the SINAMICS G120 Web page, if you see an error message prompting
that your connection is not private because the security certificate is not trusted by your device's operating
system, ignore it and proceed with the Web page access.

P88 Note

7E Windows 10 -f#1 ] https:// ¥THF SINAMICS G120 M UjG, #in “IEBHIR” . 7l 2B % B Ir4ks:
Yy 1] B 1L

After opening the SINAMICS G120 Web page with https:// in Windows 10, if you see the message
“certificate error”, ignore it and proceed with the Web page access.

CECEM I TG, MAET ST . BRIy 8 B 9 MrAF, BT, KRENNE RN
Bro ARG S LTI A, N 10 B 12 MEFRFEY RN FRKE: 8 812 M
B, BEEHEEUTURTR: D B 0..9: 2) K558 ALZ 3) NEFRE: a.z: 4) FRER:
N~ L@ B S % A &, R
After the Web page for password change opens, enter a new password. The minimum requirement for the
new password is 8 to 9 characters including numbers, uppercase and lowercase letters. To achieve better
network access security, enter a new password of 10 to 12 characters (required character length: 8 to 12)
that includes all of the following four categories of password characters: 1) numbers: 0 ... 9; 2) uppercase
letters: A ... Z; 3) lowercase letters: a ... z; 4) special characters: _, -, ~, !, @, #, $, %, *, &, and *; the space
character is not allowed.

EE, ZEMERAOE DN EEGAIRRS . RS SR RS 224 T PR

o fik: FHHKEN 8 B 9 NTRT, WM. RSN FRNAE,

o i ERDKEN 10 B A2 AR, QFRECT. KSAVNSERA S . BB KER 8 Bl 9 AR, [
WEELT . KEMNG TR R T IA S

o i WHKEN 10 B A2 ANFAE, GERT. KSHVNS R DURIR AT AL
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Note that this password change page includes a security level indicator. The indicator displays as follows

with the complexity of the new password:

e Low: The password includes 8 or 9 characters and is a mixture of numbers, uppercase and lowercase
letters.

e Medium: The password includes 10 to 12 characters and is a mixture of numbers, uppercase and
lowercase letters. Or, the password includes 8 or 9 characters and is a mixture of numbers, uppercase
and lowercase letters, and special characters.

e High: The password contains 10 to 12 characters and is a mixture of numbers, uppercase letters,
lowercase letters, and special characters.

7. &% SINAMICS G120 & e Bt i) T4k M 2% SSID, SR MBI Wi-Fi 214 5 3 Hs.
Select the wireless network SSID of the SINAMICS G120 Smart Access and then enter the new Wi-Fi
password to launch the connection.

8. A IP Hutik (http://192.168.1.1 5% https://192.168.1.1) I HFET .
Enter the IP address (http:/192.168.1.1 or https://192.168.1.1) to open the home page.

T £ M % %E 8~ H Wireless network connection examples

Windows 7/Windows 10 Android/iOS

1. Al PCE44% by B8 pbs, HENCP BN B BE LAY Wi-Fi BB O, %8 HARM4
Click # on the taskbar on your PC. FHA AT Gt 00 5 2 e e o

2. k3% BRI % I3 N T2 N 4R 5 R 2 23t Go to the Wi-Fi setting window on your tablet or smart
Select the target network and enter the phone, select the target network, and then enter the

wireless password to launch the connection. wireless ga§swordto launch the connection.

Not connected o

P
Wireless Network Connection -~ /

SWSGPO1 | (G120 smart access_60c3e2 =

V20Web_XHL M |z

ESP_APP_Test )

G120 smart access_60c3e2 ﬂjﬂ

')
vienna hotel WIFI ol T

| Connect automatically Connect
M
LieBaoWiFi738 l \?/

£ A1 Wi-Fi it & Resetting Wi-Fi configuration
7£ SINAMICS G120 £ it i Puil HUR A M Z A 8 =50 LA _ErT g SINAMICS G120 B g e etk i1
Wi-Fi FRE S ZE H BIME.

When the SINAMICS G120 Smart Access is in power-on state, holding down the reset button for more than
three seconds resets the Wi-Fi configuration of the SINAMICS G120 Smart Access to factory defaults.

e Wi-Fi (SSID): G120 smart access_XXXxxx

“Xxxxxx” AREEMEER MAC Uik 5 7S 747

“xxxxxx” stands for the last six characters of the module MAC address.
o Wi-Fi BRiA %69 Wi-Fi default password: 12345678
o BRAMIZRIEIE Default frequency channel: 1
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V489 Note

TEf T BN AT Wi-Fi BLE 2 87, HfR SINAMICS G120 % etk - Wi-Fi J8{5 LED [RRA NE K
S/ ARG B INPR. Wi-Fi J8{5 LED IREANEANRER R Wi-Fi lLE S8y, 2A)5, E£/8 SINAMICS
G120 Smart Access.

Before pressing the reset button to reset the Wi-Fi configuration, make sure that the Wi-Fi communication
LED on the SINAMICS G120 Smart Access lights up solid green/solid yellow or flashes green. The Wi-Fi
configuration is reset successfully when the status of the Wi-Fi communication LED flashes yellow. After
resetting Wi-Fi configuration, restart SINAMICS G120 Smart Access.

FH % Upgrading
£ SINAMICS G120 W 51 _EHEAT TH2 AT TR AR PR A o
Upgrading on the SINAMICS G120 Web page upgrades the firmware version of the module.

¥ A2 Conventional upgrading
1. LT Pl T #0 B AR A sCfE (bin S0 A (E/E PC E#:/E) . Download the target upgrade

file (*.bin file) from the following Web site to your local drive (recommended on PC):
https://support.industry.siemens.com/cs/ww/en/ps/13225

2. Jjln] SINAMICS G120 M TT: http://192.168.1.1 5k https://192.168.1.1. #ZMELL NS EHAT I
Access the SINAMICS G120 Web page: http://192.168.1.1 or https://192.168.1.1. Proceed as follows to
perform the upgrade:

Upgrade ] Upgrade §

Current version: V20171221 y@% Please select a file J
Upgrade

Adsona miomaten U/ | TN |

1
3 RN 4 Successful!
Current version: V00.08.01.01 @ Note: Base package 4
Note: If your mobile phone do J Next steps:

support uploading files other tham
pictures or videos, upgrade on your PC.

Restart G120 Smart Access

2. Clear the browser cache

7 % n

_

3. Refresh your Web application

T35, SINAMICS G120 Smart Access <1E10FM5ITHIN &5 R G B3 E A .

After upgrading is successfully complete, the SINAMICS G120 Smart Access will restart automatically after
the 10-second countdown time has elapsed.

3. T BRI T AR TR A 2% N R

Clear the browser cache and refresh your Web application.

F A% Basic upgrading

HHIRTERRI, T BT EART

Basic upgrading is applicable only when conventional upgrading fails.

1. AU M N8 B AR (bin UM BEAHLE: GEFESE PC L#:/E) : Download the target upgrade
file (*.bin file) from the following Web site to your local drive (recommended on PC):
https://support.industry.siemens.com/cs/ww/en/ps/13225

2. BEHAL T W RRZS IS, FERBE B R A, SRR
Hold down the reset button when the module is in power-off state and then power on the module.

3. TIPSR TR EL . Open the following Web site specific for basic upgrading:
http://192.168.1.1/factory/basicupgrade.html

4. R LU B IR SE T i1 . Proceed as follows to complete the upgrade.

1. Restart the Smart Access module.

Restart G120 Smart Acces! 1 qu(9s) r

Connection status: connected Connection status: connected

Select file: Select file:

C:\fakepath\G120SAM.BIN ‘ ‘

L — | L @ )
3

Response data: { l::> Respons)

Formatting successful! Upgrading ssfull

Next steps:

1. Restart the Smart Access module.
2. Clear the browser cache.

3. Refresh your Web application.

@]

Page version:V1.2
Firmware version:V01.02.03.00

Page version:V1.2
Firmware version:V01.02.03.00

5. HERMRH, RN ER AR, JPRIETIM L SRR .
Restart the module, clear the browser cache, and refresh your Web application.

*¥M75 & B Additional information

ANATEL {lF 51451 %] 715 75 B Statement in Portuguese about the ANATEL certificate:

Este equipamento nao tem direito a protegdo contra interferéncia prejudicial e ndo pode causar interferéncia
em sistemas devidamente autorizados.

SINAMICS G120 % AR B & TR i #5184 2014/53/EU. AT MDA R EEHE R EUIETS:
https://support.industry.siemens.com/cs/ww/en/ps/13225/cert.

SINAMICS G120 Smart Access is in compliance with Radio Equipment Directive 2014/53/EU. You can
download the certificate from the following link: https://support.industry.siemens.com/cs/ww/en/ps/13225/cert.

YR R
SINAMICS G120 %fEi%
BRI F i
Scan the QR code to

A AR &
U AIE .
download SINAMICS Scan the QR code for
G120 Smart Access Declaration of

user documenta- Conformity and

tions. FI- T e Certificates.

LB %2 ... or follow the link: .LEEFAERE: .. or follow the link:

https://support.industry.siemens.com/cs/ww/en/ps/1  https://support.industry.siemens.com/cs/ww/en/ps/1322
3225/man 5/cert

U ARG 1

A RIS EAKPEHd e o

FERL AR FPHE .
Scan the QR code for
information on our
Online Support app.

Scan the QR code to
access the local

contact partner
database.

. HEERE: . or follow the link: . HEERE: . or follow the link:
https://support.industry.siemens.com/cs/ww/en/sc/2  https://www.automation.siemens.com/aspa_app/?lang=
067 en&showLayer=0

WAL 2018, PUI17%d% (Hs) AR Copyright 2018 © Siemens Numerical Control Ltd., Nanjing
A5E43332647-005
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