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7ACRZA AT § 4 4% OPCUA 3 -

3.2 %% R4
mF 5 2 £ “SINUMERIK 840Dsl/828D SINUMERIK Access MyMachine /
OPC UA” 08/2019 -
1.4 OPC UA falfgzshiiA iz CNC ERIERRAHITE A M

AT OPC UA {R]iR25HE A B24F 26{El CNC #IREIRAHTS - 4 THEAZE LA EE S OPC UA
{FIARESHE AR ALY CNC FERRRA -

CNC ¥R OPC UA &

45 V2.2 and V3.0 SP1
407 - SP2..SP5 V2.2 and V3.0 SP1
4.08 - SP2..SP3 V2.2 and V3.0 SP1
4.92 and 4.92 - HF2 V3.0 SP1
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113 %7

i3 % OPCUAClient = i Fizn a3 & # B fx OPCUAL 3 -

(i: * % #&¥ # 5] ¢ & * UaExpert - OPCUA Sample Client - i
- ;\‘. B 1H o )
1 uns UsExpert - The OPC Unified Archi ; —
DwDBE ¢ - o3
’»\neng ":2:& C ';
e Discover a New OPC Frews
1B Data Access View UAEXPE@S.I
1'?A-";‘.I Gl ,
2019 Unified Automation GmbH|
‘: - ax

Loaded Senver Disgnestic Plugin (Static Pluge)
Loaded Data Logge Plugin (Static Plugin)

Losded GDS Push Plugn (Static Phugin)

Losded File Transfes Plugn (Static P

Loaded XML Nodeset Export Pugin (Static Plugin

6/25/2021 100740484 AM  Usxpert

FOUNDATI 0 N GPCUANETAPI Buld: 123360
it/ /uaw apcfoundation o

e HE Data Server
e HE Data Client

Mlams & Conditions

e AC Server

BepotaBug | OFCCetiication

~ Launch help in Browser Tip: click ‘show’ fortable of contents
=

W UA Sample Client

Fle Tesk Discovery Help

EE @

- = OPC UA Technology Sample
e AC Client . ,(.1:9 - e www opcfoundation.org
AP UA Sample Client
Other Applications FOUNDAT I ON P!
Unifisg Avctitecture demonsiaton app
Generic Server

UaExpert is v
T OPC Unified Architecture Technology - [u] X
Ty N » OPC Unified Architecture Technology Samples
N "
s 0% 4
aa g? 4 Welcome Dashboard

12 Ciert 128Rsal5:Binany] [

e Genesic Client
e Reference Server
e Reference Clent

I
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1.OPCUA ¢ s R iR %L1 § 1#'32 ¥ { 2 # OPCUA i * X tE5L{E 2 -

2. FILREEL TATH{H 4 % FIREL

3.°% Py Ej LR AR 0t tREL S “anonymous” o

4. OPCUA & 52 R "R 5L3p % 'L 5 SinuReadAll (7 3 ~#15 % % % #k)
HAEITHMESLER T A TP ER

54 UfEsE 24 F 2 £ & - SinuReadAll (7 3 B~ £ 4% %K) »

SinuWriteAll(F & » #r5 X & % #k) °

A
SIEMENS SINUMERIK ONE TELIN R
Authentication
Authentication
. (IS AN
Admin User: ABCDEFGH roe 'P g’—ﬁ % 5
Passward: ssescssee
Confirm password:
Allow anonymous access: e f_i % % _fj ®
Accept certificates automatically: v

Change

|8 e | 2 cones
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6-1. @ * UaExpert #ic 483 i

1. UaExpert ift 523k 7_

Bl Unified Automation UaExpert - The OPC Unified Architecture Client - 02_UaExpert™ - X
File View Server Document Settings Help
XR A8 X
B X Data Access View| i‘ﬂri.l tes a8 x
[ Server Settings - OPCUA_ONE ? X o
v [ Project # Displa * [+]
v 1 Servers 1 Configuration rverStatus Attribute  Value
2 rverArmay
& 3 Configuration Name ~ [0PCUA_ONE | | [ol
4 rmho
5 tindex
2, opcus_ONE 3 Server Information '”;D';
. r v 2
: Erdont z3gn OPCUA i IP
o g poin opc.tepi/f127.0.0, 114640 o N ﬁ x5l
10 Reverse Comect 9
11 ToolRAct
v [3 Documents 12 Security Settngs EfTNurmber
3 Data Access View E WEBE(EHEIZ}’?
- geDataul.c9;
" seaury Py i sty
e ox i ey ok B
17 BGlul; 6!
PSS 7| . i
19 Authentication Settings mespacerray
3 Root 2 rverStatus
~ [E Objects 21 Anonymous luciting
> & Server 2 rverDiagnostics!
> & Sinumerik 2 Username [aBooeFeH | st zmﬁfﬁa us N 1 & .?i
2B Z — 3 =R
> D Views S@ te
28 Sinurain Certificate ]
, 4 - g; ému?am EI s
3 N 2 0 inuTrain Private Key EkType
4. Ji AR R 3 SinuTrein Bftwareversion
OPCUA O Torque
33 OPCUAQ|  SessionSettings B72.DBX
UK camentane e B
36  OPCUAOQ| EkType
37 OPCUAD| wProductserialN | & % & @ [Foward ~ (1]
OPCUA_O| pmGlobMachAx -
33 OPCUATQ) EiType Reference Target DisplayName
OPCUAQ| Eversion
41 OPCUAO| wProductSerial
42 OPCUAO| HupTime
43 OPCUA Of bweronTime ¥
: 3
og 8 x
Ol I III
Timestamp Source Server Messa: -
6/25/202110:35:14742AM  DAPlugin  OPCUA_ONE Item [NS2[String]/Nck/ KVersion]  Revi 50, RevisedQ) =1, Iret = Good]
6/25/202110:35:14742 AM  DAPlugin  OPCUA_ONE ftem [NS2[Stringl/Nek/ tSerialNi] succeeded : 50, RevisedOy =1, 10 [ret = Good]
6/25/202110:35:14.742 AM DA Plugin OPCUA_ONE Item | I/ Nek/Ch IDi Time] succeeded : 50, R d O =1, 11 [ret = Good]
6/25/202110:35:14.742 AM DA Plugin OPCUA_ONE ttem [ {; I/ Nek/Ch {Di pe Time] succeeded 50, R 40 =1, 12 [ret = Good]
6/25/202110:35:14.742 AM DA Plugin OPCUA_ONE tem | I/ Nek/ChannelD leTimeNet] succeeded : '50, RevisedQueueSize= 13 [ret = Good]
§/25/202110:35:14.742 AM__ DAPlugin__ OPCUA_ONE ftem [NS2[String]/Nek/ larms/clearinfo] succeeded : 250, RevisedQ =1, Mori 14 ret = Good] v

56K
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PR B L (B

i« :Sinumerik/Methods/GetMyAccessRights)

[l Unified Automation UaExpert - The OPC Unified Architecture Client - 02_UaExpert™ - ] x
File View Server Document Settings Help
DZBBO +=° X% 28/
Project 8 % & X
2, opcua one ~ Nodeld Displa -]
0_ NFU_Remote NSO|Numeric|2256 ServerStatus Attribute Value
5. MUAA 12 NSO[Numeric|2254 ServerArray
d v NS2|String|/Channel/Parameter/R[0] RI0] ~ Nodeld ns=2:5=/Methods/GetMyAccessRights
Sinumerik X127 NS2|String|/Nek/LastAlarm/alarmbo alarmMo Namespacelndex 2
Address Space & x Dex NS2String]/Nek/LastAlarm/textindex textindex JdentifierT, s
Dex 240Ds/ X130 N alamhl ype "ing
L, Highlight - Methods/GetMyAccessRights
"‘g "t B Cal GetMyAccessRights on Methods 7 X :Mm: s/ GethyAccessfig
¥ (3 Objects A . .
> & Server Method for reading own access rights. = {Mﬂh?:;;&:;’zghﬁ
v & Soumeri en-US","Method for reading own access ight3
> Ais ;
> [ Bag o
» [ Channel BadAttributeldinvalid (i
> (D Drivevsa BadAttributeldinvalid (
> (2 FileSystem BadAttributeldinvalid (
> 2 eup true
> 2 Hmi true
~ (2 Methods
> % AddCentificateUser
> 9 AddUser
5 % ChangeMyPassword
> % CopyFileFromServer
> 4 Co FileToSepver
> o a{& 4 Call
5 9 DeleteU;er ccess r'
> Filehandling 2
> GetMyAccessRights 8 x
9 GetUserAccessRights = o
5 - GetUserlist
DisplayName
> % GiveUserAccess play!
> 3 ToolManagement e ]
> B Nek OPCUA_ONE TetupTime
> @ Plc 43 OPCUA ONE k/ChannelDi Time. # c "
>3 Random v|£ a
0 J X
8B
Timestamp Source Server Message A
6/25/2021 10:42:15.634 AM  Attribute Plu... OPCUA_ONE Read attributes of node 'NS2|String|/Methods/GetMyAccessRights' succeeded [ret = Good].
6/25/2021 10:42:23.047T AM  Method Plu.. OPCUA_ONE The method has enly output arguments
6/25/2021 10:42:23.047 AM  TypeCache OPCUA_ONE Reading type info of Nedeld NSO|Numeric|12 succeeded
6/25/2021 10:42:24.934 AM  Method Plu.. OPCUA_ONE Call succeeded
6/25/2021 10:43:04.344 AM  Method Plu... OPCUA_ONE The method has only output arguments
6/25/2021 10:43:07.533 AM _ Method Plu... OPCUA_ONE Call succeeded v
i< :Sinumerik/Methods/GiveU
3.6 MR ELAE T (B inumerik/Methods/GiveUserAccess
[l Unified Automation UaBxpert - The OPC Unified Architecture Client - 02_UaExpert* - O x
File View Server Document Seftings Help
D BB =0 Xx%2 B X
Project Data Access View B X
2 opcua_oNE ~l[ e Server Node ld Displa -]
2 NFU_Remote 1 Dex_840Ds| X130 NSO|Numeric|2256 ServerStatus Attribute Value
2 MUAA12 2 Dex 840Ds|X130 NSOINumeric|2254 . ServerAray
B s 107 MiE NS2[String|/Channel Parameter/RI0] RI0] ~ Nodeld ns=2;5=/Methods/GiveUserAccess
inumeri 4 % NS2Stringl/Nek/LastAlarm/alarmiNo alarmio Mamespacelndex 2
[Address Spoce A =] |5  Dex_B40Ds| X130 W52 String|/Mek/LastAlarm/textindex textindex \dentifierTyne  Strin
Dex 840Ds X130 1S2|Stri alarmh L 9
3 o Highiight - |Methods/GivelserAccess
-’lg t B Call GiveUserAccess on Methods S S A
v ) Objects ~
*/Methods/GiveUserAccess”
> i Server Method to alow user to access a group of data, UserManager required. %m{u;- -;iuzz,;:;;ss
~ i g
§ g‘x”‘" "en-US", "Method to allow user to access a grot
is
Name Value ) 0
S | 208 X8 FRUAR R :
User | ABCDEFGH St .
; g Channel " BadAttributeldinvalid (0x80350000
> DriveVsa allowed values; VStateRead\, | StateWrite\', \FrameReadY", \'FvameWHtE\' Badttributeldinvalid (0x80350000)
> £ FileSystem \'seaRead), \'SeaWrite)", \"TeaReadY, \Teawiite)’, \ToolRe: B oot el CeB0350000
Realn [Sinuwriteal [ VToalvintel’, {DriveReadt, VDrivevirte\’, GudRasdl, VGuriz\ adAttributeldinvalid ((x80350000
> 26w iU 3 \'Mdlzad\ PlcWriteY’, \"AlarmReadY”, \FsRead\', \FsWrite\", \prme\' true
> 2 Hmi SAELSFF \csomReadx(3-9)V, VCsomiritex(3-9)V, \PleReadDBx\", VPlewriteDEx\ true
v (2 Methods \'snua,aadnn\ VSinulriteAl\
> % AddCertificatelser
> <% AddUser
> % ChangeMyPassword
> % CopyFileFromServer
> % CopyFileToServer
> % DeleteUser
> % DeleteUserAccess
> [ Filehand] 2 | >
> ° GHM)«AC 5&“‘#‘1 % Ca| & x
GetUserList L
GivelUserAccess | ] P
Close
> 53 Nek OPCUAONE 3 selunllme
s B Pl 43 OPCUA ONE K/ChannelD Time ﬁ__ c "
>[5 Random vle a
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F 2. B3R

B Call GetMyAccessRights on Methods

Method for reading own access rights.

Qutput Arguments

*Erq = 5 ﬂﬁ'iﬁ DataType Description
| [...] [savess... | string

AccessRights |SinuReadAlI;SinuWriteAlI;

B8H



6-2. # * OPCUA Sample Client #ic %8 3% (¥

1. Sample Client :& %t % Z_

[m]
X

I OPC Unified Architecture Technology -
- + OPC Unified Architecture Technology Samples R
Welcome Dashboard

FOUNDATI 0 N OPCUA NETAPIBuild 123360
http://www opcfoundation.or

O HE Data Server
O HE Data Client

Alarms & Conditions

BepotaBug | OPC Cerification

A T, UA Sample Client

= OPC UA Technology Sample
www opcfoundation.org

UA Sample Client

(i)

Fil Task  Di Hel
e ile  Tasl iscovery elp
@
(i}

O
>
O AC Server | »]
>

— —
O AC Client —= =Y

|opctw //127.0.0.1:4840 - [None:None-Binary] L. 5 A ~ Connect
Other Applications if
() Generic Server »] WM Server Configuration - 0 x

Protocal opctcp [127.0.0.1:4840] ~

opeicp [127.0.0.1:4840) - None - None - Binary
o P T e e ey [ e i -
Oheic SammleClient || == mEE L | —ore e :
Message Encodng | Binary v
Info / Status 3.'\? 1%' # Server 2 1‘&;% Ende %pﬁﬁa&y&me [ Sinumerik Server@DESKTOP-ULRPCS ]
State T [server |
Info: Application URI um:DESKTOP-WLRPCJ:SiemensAG:Sinumerik Server |
Product URI [umSiemensAG: Sinumerik Server |

Transport Profile URI  [hitp://opcfoundation org/UA-Profile/ Transport/uatcp-uasc-ual |

Gateway Server URI

Discovery Profile URI

< > | Securtylevel [0

|
|
User Securty Policies |UserName, UserName, Certficate, Certficate, Anomymous |
|
|

Cancel

2. § 3 f R A

X UA Sample Client — o =
File Task Discovery Help

+* OPC UA Technology Sample
www opcfoundation org

UA Sample Client

FOUNDATION
Unified Architecture demonstration app
opcicp.//127.0.0.1:4840 - [None:None Binary] =i ]

K Open S — >

Session Name ~[MySession 2 |

Authertication Mode [Userhlame |

LUser Name ABCDEFGH ~ — <3

' 1| 1.5~ 2R TR
Password [ |
oK Cancel
L} UA Sample Client
L2 2
Certificate could not validated: BadCertificateUntrusted 2'1!. » A’é ?L‘f‘!iu p’] ']

Subject: CN=SINUMERIK OPC UA Server, OU=DF, O=Siemens AG,
L=Erlangen, S=Bavaria, C=DE

I\.sr;ﬁ;r%r?rlruf:{:ii,?z;nzegzm 7:29 PM ‘S; - :": 3@ ﬁﬁ# %’ B&f? ‘)& ? ’ *Q’_'T YeS

Valid To: 2/26/2041 4:17:29 PM
Thumbprint: 5B3A750D18CE260153DCDD224B0AIS6ES4F 14007

Accept anyways?

$9H



3. %3 tR 54 'Y (8 /= :Sinumerik/Methods/GetMyAccessRights)

®K U4 Sample Client - O x
File Task Discovery Help

= OPC UA Technology Sample
www opcfoundation.org

UA Sample Client

FOUMNDATION
Unified Architecture demonstration app

|opc.tcp:ff127.ﬂ.ﬂ.1 4840 - [None:None :Binary] P ||

il MySession 2 3 Server -
23 Sinumerik

Hl--+ 0 A

.3 Bag
{3 Channel ## Call Methods.GetMyAccessRights - x
i+ DriveVisa

¢+~ FileSystem This method has no input arguments.
2}

£

=)

-« GUD
-3 Hmi

-3 Methods
[+ AddUser MName DataType
-0 AddCertificate User <0 AccessRights  String SinuReadAll;
(3 ChangeMyPassword
-+ CopyFileFromServer 2

-+2 CopyFile ToServer & 3.1}'" e %‘uﬁ L4 Cancl

)
)
£
i+ DeleteJser
L
)
)
£

Value Description

(3 GetMyAccessRights

et (3 s
45 B2 4 Call v

mbe-B-m-m-E-E-E

- Getlserlist

-

Create a subscription to see notffications

opc.tcp://127.0.0.1:4840 (None) UABinary Server Status: Running 2021-06-25 11:17:15 0/0

—

4. %= gL HE T (B2 :Sinumerik/Methods/GiveUserAccess)

XK UA Sample Client — m} *
File Task Discovery Help

= OPC UA Technology Sample
www opcfoundation.org

UA Sample Client

FOUMNDATION
Unified Architecture demonstration app

|ouc.tca:/‘f12?.D.D.1 4840 - [None:None:Binary] I | |
-l MySession 2

-3 AddUser A
-+ AddCerificateUser
2 ChangeMyPassword

-3 CopyFileFromServer o Call Methods‘GiveUserAccEss,

- CopyFile ToServer ; 3 £ g

£
B
£
£
C = J1
[+ DeleteUser Name DataType  Value Description
[+~ DelsteUserAccess “DlUser  String ABCDEFGH user
[ GetMyAccessRights ~JRealm Sting SinuWrite All allowed values: \"StateRead'" \" StateWrite'\", \"Fram 1
1 .g B’s‘é, @j -qI*UserAccessRigl'ﬂs
G Getllserlish < >
-+ GivellserAccess I
T TTenanding
-+ ToolManagement
~3 Nek r
-+ Plc
-3 SEA 3. &~ Call
-+ TEA
-+ Tool il
-+ Random

(R S e R BT S

‘ This method has no output arguments. |

T

Create a subscription to see notffications

opc.tep://127.0.0.1:4840 (None) UABinary Server Status: Running 2021-06-25 11:21:31 0/0

—

$B10H




5. £4FH 3 3. At

#H Call Methods,GetMyAccessRights — ot

This method has no input arguments.

TS &3
MName DataType Value * Description

«J AccessRights  String SinuReadAll; SinuWhteAl;

@ |15 cal
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